Multifactor Authentication Enrollment Tutorial

HOW DO | SETUP 2-FACTOR AUTHENTICATION? ....uuiiiiis e 2
HOW DO | LOGIN WITH 2-FACTOR AUTHENTICATION? ....... coviiiiiiiiiiii, 6
HOW DO | CHANGE MY IMAGE, PHRASE, OR CHALLENGE QUES TIONS? .7

HOW DO | LOGIN FROM A NEW COMPUTER? ......ccooviiiit i, 12



How do | setup 2-factor authentication?

1. Enter your currerbgin ID and clicksubmit
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Login ID: | < Submit i

Where do I enter my Password?

2. Enter your curremasswordand clickcontinue
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Stronger Security
To protect the privacy and the security of ypur personal mformation, we are improving the way vou login to onfine banking by adding a new
security feature.

Previously, vou logged into online b using vour Login ID and Password. Now, vou'll alse use an image, called s PassMark™, and a Phrase.
Your PassMark ™ and Phrase help yoyl to identify that you are on our Web stte, not a fraudulent look-alikce site. Here s\how it works:

1. First, you'll enter your Login I and click the Submit button.
2. IFwe recognize the computer Fou are using, vour Passhiark ™ and Phrase will be presented to you on the next page.
your Passhfark™ and Phrase, you'll know wou can safely enter vour Password. If you don't recognize your Passharl
don’t enter yomr Passwor(l.
3. IF'we do not recogmze the fomputer you are usmg, we will ask you a Challenge Ouestion to confirm your identity and detes
would like us to recognize/this computer i the future. If you correctly answer your Challenge Question, you can proceed with lojg
How will vou recognize/my computer?

ce you confirm
KT and Phrase,

Please enter yow Passworfl to begin emvollment for stronger login security
To read more about strongey login security, click here

Password: I



3. Select an image
a. Click on theéMore images” link to view all the images

b. Click on one of the categories to view the vasipictures
c. Click on the image that you want to use to pedce



4. Select a phrase
a. Type in your personalized phrase in the textdook clickcontinue



5. Select threehallenge questionand answer them accordingly
a. Check thePlease recognize this computer when | logircheckbox if
you are at a computer you will use frequently foliree banking.

b. Click Submit to finish /



How do | login with 2-factor authentication?
1. Enter your currerbgin ID and clicksubmit
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2. Verify that the image and phrase are correcttgpel in yourpassword

3. Click Submit to login



How do | change my image, phrase, or challenge
guestions?
1. Enter youtogin ID and clicksubmit



2. Enter youpasswordand checlbo you want to change your Image, Phrase, or
Challenge Questio

a. ummmmM



3. Select a different image
a. Click on theéMore images” link to view all the images

>

c. Click on one of the categories to view the vasipictures
d. Click on the image that you want to use to pedce



4. Enter a new phrase in the textbox or keep yristiag one.

5. Click continueTo save your changes
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6. Change any of your 3 challenge questions araiswers.
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7. Click Submit to save your changes and login
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How do | login from a new computer?

If you try to login from a computer that you hawevar used before or if you have deleted
the cookies from your computer you will have towaesa challenge question.
1. Enter your currerbgin ID and clicksubmit
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2. You will be presented with one of your challemgestions

/

a. Type in the correct answer and clodntinue
b. If you will be using this computer frequently fanline banking check the
Please recognize this computer when | logicheckbox



3. Verify that the image and phrase are correcttgpel in yourpassword

4. Click Submit to login
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